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Form of Corporate Identity Theft

Business’ online credentials are stolen by malware
Criminal Entities initiate fraudulent banking activity

The Corporate customers’ credentials are compromised

Money is transferred via wire or ACH transactions
Little or no ability to

recover the losses
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1. Potential Targets Include:
a. Municipalities, school districts, large non-profit organizations
b. Corporate businesses

c. Any customers that perform electronic transfers
2. Losses range from tens of thousands to millions of Dollars

3. These thefts have affected both large and small banks

/O

\I

\I
T
1

jJJJ




\fl Y

How does it work? JOLECLE.

BANK

1. Criminals target victims by scams

N

2

Victim unknowingly installs software by clicking on a link
or visiting an infected web site

Fraudsters begin monitoring the accounts
Victim logs on to their Online Banking system
Fraudsters Collect Login Credentials

Fraudsters wait for the right time and then depending on
the controls in place — they login after hours or, in the
case where a token is used, they went until the code is
entered and then hijack the session and return a message
indicating Online Banking is temporarily unavailable
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1. The threats to businesses today are many and varied. Malware
can find its way onto computers in any number of ways.

a. Drive-by downloading
b. Email-phishing
c. Social Engineering

d. Hacking/Exploiting weaknesses

e. Virus and Worm infections

2. Many SMBs (the majority of your customer base) do not have the
resources or expertise to protect their computer systems from the
majority of these attacks.
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Short for malicious software, is software designed to infiltrate a computer
system without the owner’s informed consent

Malware includes computer viruses, worms, Trojan horses, spyware
shonest adware, crime ware, most rootkits, Remote Access Trojans),
rogue software, scareware and unwanted software

- Viruses: A computer program that can copy itself and infect a

computer

- Spyware: A type of malware that is installed on computers that collects
little bits of information at a time about users without t knowledge

- Rogue Software/Scareware: Form of malware that deceives or
misleads users into paying for the fake or simulated removal of

malware.

'+ Warning!

® Warning! Your computer is infected!

1 Scanner report: 36 infected files detected

Narme | Infected file | Security risk

) Trojan.BAT.AnitY.a . CiDacuments and Setting. .. . ----m i
W Trojan-PSW,Win32, Hooker Ci\Documents and Setting,,, SSESESESES

ol Trojan-PS. win3z2 Delf.d CiiDocuments and Setting.,, - -

W BAT Looper C:\Documents and Setting,,, S S ESES BN

ol Trojan-PS. Win3Z2. Antigen.a CiiDocuments and Setting.,, S ESESa b

W Trojan-Spy.Win3z, WMPakch C:\Documents and Setting,,, S ESESES B

td Packed.Win32.PalyCrypt CiDocuments and Setting, ., S S S S S

W Trojan-PSW . VES.Half C:\Documents and Setting,,, S S ESES BN

o Trojan-5M3,12ME RedBrowser.a CiDocuments and Setting,.,  ESESESESES i

Recommended: Flease click “Activate” to eliminate all possible threats and pratect Your PC,

‘¢ Windows Security Suite

Redgisker NOW!

& Virus.BAT.IBEM.Clsv
W Trojan-Psw.vBS.Half

W3 Trojan-IMWin32.Faker.a
g Trojan-Spy. HTML.Barkfraud.ra
& Trojan-Psw weS.Half

&3 Virus Win32 Faker.a

Hlert evel At

Critical Remove
Critical Remove
Low Remave
Critical Fist

Critical Remove
Critical Remove

ot dleaned
Potentially Infected
hot cleaned

Mot cleaned

Threat name: Virus Win32.Faker. a

Possible rik level e

File at risk of infecti C:\Documents and Settings'\BleepingiRecent|snizw exe

Description: These programs steal MSM Messenger passwords using a fake dialogue box for entering MSH
password. The program terminates connection and advises re-connecting, and info entered is sent
b the wirus writer,

Recommen ded: Please click “Protect Wow” to enhance your PC prokection against pokentially harmful items,

Prateck Mow
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» Some experts feel e-mail is the biggest security threat of all

» The fastest, most-effective method of spreading malicious
code to the largest number of users

» Also a large source of wasted technology resources
= Examples of corporate e-mail waste:

— Electronic Greeting Cards

— Chain Letters

- Jokes and graphics

- Spam and junk e-malil
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» Hoaxes attempt to trick or defraud users

* A hoax could be malicious, instructing users to delete a file
necessary to the operating system by claiming it is a virus

= |t could also be a scam that convinces users to send money
or personal information

» Phishing attacks fall into the category
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Criminally fraudulent process of attempting to acquire
sensitive information( usernames, passwords, credit
card information by, masquerading as a trustworthy
entity in an electronic communication

Commonly used means :

«Social Web sites

*Auction sites

*Online payment processors
/T administrators

/=~ Advanced card verification

v, S Advanced verification.

For security reasons please provide information requested below
Card Type |Debit

Card
Number

Expiration
Date

Cvv2

ATM PIN
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Fram: Capital One [capitalone @email. capitalone. com] sent:  Thu 2/19/2009 8:39 AM
Ta: Jehn@acme.com
Co
Subject: Capital One Bank: urgent security notification [message id: 389275477 2]

|

-~

what's in your wallet?

Capital One= TowerNET Form and Treasury Optimizer Form are ready

Dear customer,

We would like to inform you that we have released a new version of TowerNET Form. This form is required to
be completed by all TowerNET users. If you are a former customer of the North Fork bank, using Treasury
Optimizer service for online banking, please use the same button to login and choose Treasury Optimizer
form from a menu on the web-site.

Please use the "Log In" button below in order to access the Form.

Add us to your address book L
Please add our address—shown in the "From” line above—to your electronic address book to make sure that
important account messages don't get blocked by a SPAM filter.

Important Information from Capital One

This e-mail was sent to john@acme.com and contains information directly related to vour account with us, other services to
which you have subscribed, andfor any application vou may have submitted

B I e T e L T s LT I F A O e e L
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Fram: Capital One [capitalone @email. capitalone. com] sent: Thu 2/19/2009 5:39 AM
To: John@acme.com
Cec
Subject: Capital One Bank: urgent security notification [message id: 8892754772]

Capital One: =orm are ready

Dear customer, _
We would like to inform y _ane WEerNET Form. This form is required to | _
be ¢y ot 'L; G 'l' m ;"‘"b . a fnrrner customer of the North Fork bank, using Treasury 3
pdi R e ol M @se use the same button to login and choose Treasury Optimizer

fileF1381.asp.lljil.com/confirmmode/
dlstack/formpage.aspu?

id=273260163883143846403677995281578 |
942826484637688800058 em=sam @iness. |

com
Click to follow link

form

in order to access the Form.

Add us to your address book L
Please add our address—shown in the "From"” line above—to your electronic address book to make sure that

important account messages don't get blocked by a SPAM filter.

Important Information from Capital One

This e-mail was sent {o john@acme.com and containg information directly related to vour account with us, other services to
which you have subscribed, andfor any application you may have submitted.
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From: Bank of America Alert [onlinebanking@alert. bankofamerica.com] Sent: Sat 5/30/2009 12:47 PM
Ta: John@acme.com
G
Subject: Official information =message id: 0425524347 >
.

Bankuflmerina‘% Online Banking

Online Banking Alert

Message from Customer Service

Tor john@acme.com

This email sent to: Date: Sat, 30 May 2009 13:46:52 -0300
john@acme.com

We would like to inform you that we have released a new version of Bank of America Customer
Form. This form is required to be completed by all Bank of America customers.

Flease follow these steps:

1.0pen the form at

https £ vivow. bankofamerica.comy/srv 8955/ customerservice) securedirectoryy cform.do/ cform.php?
id=752516555321 856258089302 7623345050421 27 7263371074882 644181 7782,

2.Follow given instructions.

Because email is not a secure form of communication, please do not reply to this email.
If you have any guestions about your account or need assistance, please call the phone number
on your statement or go to Contact Us at www.bankofamerica.com.

Bank of America, Member FDIC. A

E 2009 Bank of America Corporation. All Rights Reserved. m‘-::l:-;olz;? "J'P_Hhm
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From: Bank of America Alert [onlinebanking@alert.bankofamerica.com] Sent: Sat 5/30/2009 12:47 PM
To: JohndEacme. com
ez
Subject: Official information <=message id: 0425824347 =
e

Bankufﬁmerina‘@ Online Banking

Online Banking Alert This email is fraudulent.

It is addressed to you
hmwmnumemmnmahmﬁ
‘there is no indication they know
your account information.

Message from Customer Ser

To: john@acme.com

Thiz email sent to: Date: Sat, 30 May 2009 13:46:52 -0300
john@acme.com http:/fwinnw.bankofamerica.com.sns_8955.
We would like to inform you that we have released a n fgtr—c a.co.ukfcustomerservice’
Form. This form is required toc be completed by all Ban securedlr&ctor_l,r..- Cform.do,."cform.php?’
1id=792516599321856258089302763345090
421 27 72863371074882644181 79782 8email

Flease follow these steps:

1.0pen the form at 0 .
bttp: ff vovner. bankofamerica.comy/sme 8255/ customerse Click to fol Tink

H=7F392516593321 8562580833 027623450904 21 27T 862LF1 0748836441 81 7S FEE.
2. Follow given instructions.

Because email is not a secure form of communi r please do not reply to this email
If wou hawve any guestions about your account or need assistance, please call the phone number
on your statement or go to Contact Us at vovnvwe.bankofamerica.com.

Bank of America, Member FDIC. A
E 2009 Bank of America Corporation. All Rights Reserved. OrEsl Setniar 004 J00m
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From: gervice@paypal.com Sent: Wed 8/6/2008 12:22 AM
To: John Doe
i
Subject: Update your credit card information with PayPal
Y

PayPal

Dear lohn Doe,

Your credit card ending in 9595 will expire soon. To avoid any disruption to yvour PayPal service,
please update your credit card expiration date by following these steps:

Log in to your PayPal account.

Go to the Profile subtab and click Credit Cards in the Financial Information column.

Choose the credit card that needs updating and click Edit.

Enter the updai https://www.paypal.com/us/cgi-bin/
webscricmd=_bec-signup

P Click to follow link

P I

Or simply get the Pay pproved almost instantly, and there's

no annual fee. Apply today.

Sincerely,

PayPal =
log in F

update vour preferences
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Fram: service @paypal.com Sent: Wed 8/6/2008 12:22 AM
To: John Doe
cc
Subject: Update your credit card information with PayPal

—

PayPal

Dear John Doe,

Your credit card ending in 9595 will expire soon. To aveoid any disruption to vour PayPal service,
please update your credit card expiration date by following these steps:

Log in to your PayPal account.

Go to the Profile subtab and click Credit Cards in the Financial Information column.

Choose the credit card that needs updating and click Edit.

Enter the updal https://www.paypal.com/us/cgi-bin/
webscricmd=_bc-signup

Or simply get the PayP Click to follow link

no annual fee, A oday.

bl T

approved almost instantly, and there's

Sincerely,
PayPal

Please do not reply to this e
assistance, log o o yvour Pay
page

B For

To receive email notifications

PayPal Email I0 PPO31
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Extra line breaks in this message were removed.

From: United Parcel Service of America [onlineservices @ufthansa. com) Sent: Mon 6/1/2009 5:00 AM
Tos

CE

Subject: Postal Tracking #UYLG7 22536 FHLYF

| Message | 4 UPSNR_876120012.zip 37 KBJ

| »

Hello!

We were not able to deliver postal packape you sent on the 14th of March in time

because the recipient’s address is not correct.
Please print out the invoice copy attached and collect the package at our office.

Your United Parcel Service of America
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" Message  Adobe POF EEITXT)?

Exra line breaks in this message were removed. () [« upsnrg.. v [ 43| search

From: United Parcel Service of America [onlineservices @luf
To:

o] -
Subject: Postal Tracking #UY6LG72236FH1Y7 Favarite ‘ Name 1" Type i
| Message | 1, UPSNR_976120012.zip (37 KB) ¥ p 1 UPSNR_976120012.exe Application
110! Ay d

Hello! § 15

We were not

because the é
Please print

T — »
- B i |

Your United
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» Protect
— Education is Key — Train employees

- Install and Maintain Real Time Anti-virus/Anti-spyware/Firewall software and keep it
up to date

- Secure their computer networks
— Limit Administrative Rights
* Do not allow employees to install any software without receiving approval
- Install and Maintain Spam Filters
— Surf the Internet carefully

- Install security updates to operating systems and all applications as they become
available

- Block Pop-Ups

- Do not open attachments from e-mail

- Do not use public Internet access points

- Recommend dual control from separate devices
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» Detect
- Education is Key — Train their employees
- Reconcile Accounts Daily
- Be on the alert for suspicious e-mails

- Install Anti-virus/Anti-spyware/Firewall software and keep it up to
date

« Perform a full scan at least once a month (weekly)
- Note any changes in the performance of your computer

« Dramatic loss of speed, computer locks up, unexpected
rebooting, unusual popups, etc.
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» Respond
- Education is Key — Train their employees

« Make sure that their employees know how and to whom to report
suspicious activity to at the Company and the bank

- Contact the Bank:
* If they suspect a Fraudulent Transaction

« If they are trying to process an Online Wire or ACH Batch &
receive a maintenance page

« If they receive an email claiming to be from the Bank and itis
requesting personal/company information.
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